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1 INTRODUCTION

1.1 Overview

CERTIGNA has a Time-stamping Authority (TSA) named “Certignha TSA” to provide qualified
time-stamps.

This Time-stamp Policy (TP) also identifies obligations and requirements on certificate users.
Time-stamp Policy describes the practices that the TSA applies and agrees to respect as part
of the provision of the time-stamp service.

The reader's attention is drawn to the fact that the understanding of this Time-stamyp Policy
guess he is familiar with the concepts related to the technology of Public Key Infrastructure
(PKI) and to time-stamping.

This Time-stamp Policy meets the requirements of:

- elDAS Regulation (EU) N°910/2014 for qualified time-stamping service ;

- the « Time-stamp policy » of the « Référentiel Général de Sécurité » (RGS) developed
by the National Agency for the information systems security (ANSSI);

- Best Practices Policy for Time-Stamp (BTSP) described by ETSI EN 319 421
specifications and identified by the following OID: 0.4.0.2023.1.1 (itu-t(0) identified-
organization(4) etsi(O) time-stamp-policy(2023) policy-identifiers(1) best-practices-ts-
policy (1)).

1.2 Document Name and ldentification

This Time-stamp Policy can be identified by the name of the « Certigna TSA » and by its OID:
1.2.250.1.177.2.9.1.

Several time-stamping Units (TSU) are implemented to sign the time-stamps issued by the
TSA. These TSU are using time-stamping seal certificates issued by “Certigna Entity CA”
Certification Authority (CA) and targeting the compliance with ETSI EN 319 411-2
specifications. These certificates are identifiable by the following OID:

- 1.2.250.1.177.2.6.1.6.1: ETSI EN 319411-2 certified at QCP-I-gscd level

- 1.2.250.1177.2.6.1.9.1: ETSI EN 319411-2 certified at QCP-I level

1.2.1 Revisions

Version Date Document change

1.0 06/08/2017 Creation

1.1 02/12/2019  Revision of the graphic chart and commitments.
12 06/09/2020 New TESSI graphic chart and precisions about:

- Compliance RGS Time-stamp Policy (see 1.1),
- Addition of OID of certificates by TSU (see 1.2),
- Privacy of Personal Information (see 3.6),
- Limitations of liability (see 3.8),
- Dispute Resolution Provisions (see 3.9).
13 11/02/2020  Revision of the document and precisions about:
- Standards targeted by TSU certificates (see 1.2),
- Revocation of TSU certificates at the end of TSA life (see 4.8).
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1.3 What is time-stamping ?

Time-stamping allows to attest that a data exists at a given moment. For this purpose, an
unequivocal representation of the data to time-stamp is associated with an instant in time.
For example, the representation of a data can be its hash value associated with a hash
algorithm identifier.

The guarantee of this association is provided by means of a signed structure called « time-
stamp ». This time-stamp contains in particular:

The time-stamp Policy identifier under which the time-stamp was generated;

- The hash value and the hash algorithm of the data that has been time-stamped;

- Thedate and UTC time;

- The certificate identifier of the Time-stamping Unit (TSU) which has generated the time-
stamp (which also contains the name of the Time-stamping Authority).

End-users have access to the validity information of time-stamping certificates (certification
chains, Certificates Revocation Lists (CRL), ...) to check the time-stamps.

The private key or the keys used to generate time-stamps are managed by the TSA, which
retains full responsibility to satisfy the requirements defined in this Time-stamp Policy. The
TSA can operate several Time-stamp Units (TSU). Each TSU has its own key-pair

1.4 Trust in time-stamping

The guarantee provided by the TSA is based on technical elements and management rules
which are presented in this Time-stamyp Policy. This Time-stamp Policy presents to users the
commitments that the TSA takes, in terms of security, and describes in a macroscopic manner
the means implemented to fulfil these commitments.

This Time-stamp Policy presents the level of trust achieved by the time-stamp service. It
reflects the formal recognition of the importance given by the TSA to the security of the
service.

The requirements for time-stamping services described in this Time-stamp Policy include
requirements relating both to time-stamp management and to the operation of TSU that
publish the time-stamps.

The TSA has the responsibility to ensure that these requirements are met and may
subcontract to others parties a subset of time-stamping service.

1.5 PKI Participants

1.5.1 Time-stamping Authority

A Trust Services Provider (TSP) providing time-stamp services to the public is called an
"Electronic Time-stamping Service Provider". It comprises one or more TSA which is
responsible for providing time-stamping services and is responsible for the operations of one
or more TSUs which generate and sign time-stamps on behalf of the TSA.
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The TSA performs all or part of these functions directly or by subcontracting them. In any case,
the TSA retains the responsibility. The TSA undertakes to comply with the obligations
described in this Time-stamp Policy and ensures that these requirements are met. It also
undertakes that the components of the TSA, internal or external to the TSA, to which they are
applicable also respect them.

The TSA ensures the compliance with the requirements and procedures prescribed in this
policy, even when the time-stamp features are implemented by subcontractors.

The TSA adheres to any additional obligations indicated in the time-stamp either directly or
incorporated by reference.

The TSA provides time-stamping services in accordance with this TP and the associated TPS.

The TSA fulfills all its commitments as stipulated in the Terms and Conditions.

1.5.2 Certification authority

The CA is responsible for the provision of the TSU's certificates management services
throughout their life cycle (generation, distribution, renewal, revocation, ..) and relies on a
technical infrastructure: a PKI. The CA is responsible for the implementation of the CP to the
PKl set in place.

For Time-stamping certificates signed in its name, the CA has the following functions:

- Registration and renewal functions;

- Certificate generation function;

- Secret generation function;

- Publication function of the general conditions of the Certification Policy, CA certificates
and certificate application forms;

- Revocation management function;

- Information function on the status of certificates via the Certificate Revocation List (CRL)
updated at regular intervals and in a query mode / real-time response (OCSP).

The CA provides these functions directly or outsourcing them, some or all. In all cases, the CA
retains responsibility. CA is committed to respecting the obligations described in its
Certification Policy. It is also committed that the components of the PKI, internal or external
to the CA, which they incumbent also respect them.

1.5.3 Subscriber

The subscriber is a legal or a natural person to whom a time-stamp is issued and who is bound
to any subscriber obligations.

When the subscriber is an organization, it comprises several end-users or an individual end-
user and some of the obligations that apply to that organization will have to apply as well to
the end-users. In any case the organization will be held responsible if the obligations from the
end-users are not correctly fulfilled and therefore such an organization is expected to suitably
inform its end users.

CERTIGNA www.certigna.com

Services de confiance numérigue




When the subscriber is an end-user, the end-user will be held directly responsible if its
obligations are not correctly fulfilled.

It is recommended that the subscriber, at the time of obtaining a time-stamp, verify that the
certificate of the timestamp unit is not revoked.

1.5.4 User

The user is an entity (natural person or system) that trusts a time-stamp issued under le Time-
stamp Policy. To trust a time-stamp, the user must:

- Verify that the time-stamp has been successfully signed, and that the certificate of the
TSU is valid at the time of verification.

- Consider the limitations on the use of the time-stamp indicated in this TP and the Terms
and Conditions.

1.6 Définitions et acronymes

1.6.1 Definitions

Useful terms to the understanding of the CP are the followings:

Subsciber - Legal or natural person to whom a time-stamp is issued and who is bound to any
subscriber obligations.

Administrative authorities - This term refers to government departments, local authorities,
public administrative institutions, the bodies administering social protection systems and
other bodies responsible for the management of an administrative public service.

Certification Authority - |IEEEE
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