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1 INTRODUCTION

1.1 Overview

CERTIGNA has set up several Certification Authority (CA) to provide electronic certificates to
legal and natural persons. This Certificate Policy (CP) describes the practices that CERTIGNA
applies and agrees to respect as part of the provision of its electronic certification services. The
CP also identifies obligations and requirements on certificate users. The reader's attention is
drawn to the fact that the understanding of this CP guess he is familiar with the concepts
related to the technology of Public Key Infrastructure (PKI).

This CP aims to comply with the following standards and security levels:

1.2.2501.177.2.6.1.1.1
1.2.2501.177.2.6.1.4.1

Seal for emails and documents
Seal for emails and documents
Seal for emails and documents
Seal for emails and documents
Seal for emails and documents
Seal for emails and documents
Seal for timestamping tokens
Seal for timestamping tokens
Seal for timestamping tokens

1.2.2501177.2.6.1.7.1
1.2.2501.177.2.6.1.81
1.2.250.1.177.2.6.1.9.1
1.2.2501.177.2.6.1.3.
1.2.2501.177.2.6.1.6.1

1.2.250.1.177.2.6.1.42.1
1.2.250.1.177.2.6.1.41.

* EN 319 411-1 LCP
** EN 319 411-2 QCP-I-gscd
EN 319 411-2 QCP-I-gscd
EN 319 411-2 QCP-|
EN 319 411-2 QCP-l / TS 119 495 DSP2
EN 319 411-2 QCP-l
* EN 319 411-1 LCP
** EN 319 411-2 QCP-I-gscd

CERTIGNA ENTITY CODE SIGNING CA ETSI

1.2.2501177.2.8.1.1.1
1.2.2501177.2.8.1.2.1

Seal for code signing
Seal for code signing

* EN 319 411-1 LCP
* EN 319 411-2 QCP-I-gscd

FRO3 ETSI

Seal for 2D-DOC 1.2.2501.177.2.21.1

1.2.250.1.177.251.1.1
1.2.2501.177.251.2.
1.2.2501.177.251.31
1.2.2501.177.2.51.4]

Server authentication
Client authentication
Client/server authentication
Client/server authentication

* EN 319 411-1 NCP+

* EN 319 411-1 OVCP
* EN 319 411-1 OVCP
EN 319 411-2 QCP-w
EN 319 411-2 QCP-w / TS 119 495 DSP2

CERTIGNA WILD CA ETSI

1.2.2501.177.2.7.1.11
1.2.2501.177.271.21

Client/server authentication
Wildcard authentication

1.2.2501177.23.1.1.1
1.2.2501.177.2.31.31
1.2.2501.177.2.31.2.1
1.2.2501.177.2.31.4.1

Encipherment
Encipherment
Authentication & signature
Authentication & signature

EN 319 411-1 OVCP
EN 319 411-1 OVCP

* EN 319 411-1 LCP
* EN 319 411-1 LCP
* EN 319 411-1 LCP
* EN 319 411-1 LCP

CERTIGNA IDENTITY PLUS CA ETSI

1.2.2501177.2.4111
1.2.2501.177.2.41.21
1.2.250.1.177.2.41.3.1
1.2.250.1177.2.41.4.1
1.2.250.1177.2.41.5.1
1.2.250.1177.2.4.1.6.
Authentication & signature 1.2.2501.177.2.41.71
Authentication & signature 1.2.2501.177.2.41.81
In the event of any inconsistency between
Requirements take precedence over this CP.

Authentication & signature
Authentication

Signature

Authentication & signature
Authentication

Sighature
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* EN 319 411-1 NCP+ Pro

**  EN 319 411-2 QCP-n-gscd Pro

»*  EN 319 411-2 QCP-n-gscd

* EN 319 411-1 NCP+

**  EN 319 411-2 QCP-n-gscd

** EN 319 411-2 QCP-n Pro
EN 319 411-2 QCP-n-gscd Pro
EN 319 411-2 QCP-n-gscd Pro

this CP and those Requirements, those

WWW.certigna.com




1.2 Document Name and Identification

This CP can be identified by the name of the «Certigna Root CA» and by its OID:
1.2.250.1.177.2.0.1. Intermediate and final CA certificates issued under this root CA also have an
OID to clearly identify the requirements of this CP that apply.

1.2.1 Revisions

This CP is grouping of all CPs of the intermediate CAs issued under this root CA. In order to
facilitate access to information, it was decided to consolidate all of these documents into a
single CP.

The table below shows the history of this CP, and the history of the old versions of intermediate
CA CPs on the following page:

Ver. Date Document change

1.0  03/11/2008 Creation

1.1 01/02/2019  Revision of the graphic chart and commitments.

3.0 03/30/2020 Grouping of CPs from intermediate CAs under this single CP.
New TESSI graphic chart:
Precisions about:
- Compliance with 319 412 ETSI specifications (see 1.1, 7),
- Possible causes for a certificate’s revocation (see 4.9.1),
- Retention of application files (see 5.5.2.1,5.5.2.3, 9.4.1),
- Punctual uploading of root CAs for LAR (see 6.2.7),
- Reimbursement policy (see 9.1.5),
- Insurance

Precisions about:

n

1.2.2 Previous versions of the CPs grouped in this document
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